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Also, according to the clause in TS 33.122, the CAPIF core function has the authorization and token protocol endpoints.

However, the assumption that the API invoker has the resource owner role is not correct because the resources accessed by the invoker via some of the APIs may not belong to the invoker. Also, according to RFC 6749, which specifies the OAuth 2.0 framework, there is no resource owner in place for the client credentials grant type. There are two possible cases where this grant type can be used: 
1) the client is also the resource owner, or
2) the client is requesting access to protected resources based on an authorization previously arranged with the authorization server
It seems that the setting for the CAPIF case best fits to the second case. CAPIF as the authorization server is preconfigured with authorization information.

Also, according to the RFC 6749, redirection endpoint is not defined for the client credentials grant type case because there is no resource owner interaction via user agent. Authorization endpoint is the other endpoint not defined by the RFC 6749 for client credentials grant type but specified in TS 33.122.
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*** Start of Change ***
[bookmark: _Toc3816345]6.5.2.3	Method 3 – TLS with OAuth token 
This method details establishment of secure channel over CAPIF-1e, CAPIF-2e reference points, and uses the OAuth 2.0 [4] token based mechanism to authorize and honour API invoker's northbound API invocations to the API exposing function. Figure 6.5.2.3-1 details security information flows between the API invoker, the CAPIF core function and the API exposing function. It is assumed that the API invoker, the CAPIF core function and the AEF are pre-provisioned with the appropriate credentials and related information to establish a secure session.
For the authorization grant, 'client credentials' shall be used. As per OAuth 2.0 [4], the CAPIF core function shall perform the functionalityies of the Aauthorization server and provide the token protocol endpoints, the API invoker shall perform the functions of the resource owner, client and redirection endpoints functionalityies, while the API exposing function shall perform the resource server functions. The API invoker client (Cclient endpoint) shall be registered as a confidential client type with an authorization grant type of ‘'client credentials'. The authorization shall be previously arranged in the CAPIF core function. How the authorization is pre-arranged (pre-configured) with the CAPIF core function is out of scope of the present document. The access token shall follow the profile described in annex C.  



Figure 6.5.2.3-1: CAPIF-2e interface authentication and protection using Access Tokens
1. CAPIF-1e authentication and secure session establishment is performed as specified in subclause 6.3.1. 
2. After successful establishment of TLS session over CAPIF-1e, as described in subclause 6.3.1 of the present document, the API invoker shall send an Access Token Request message to the CAPIF core function as per the OAuth 2.0 [4] specification. 
3. The CAPIF core function shall verify the Access Token Request message per OAuth 2.0 [4] specification.
4. If the CAPIF core function successfully verifies the Access Token Request message, the CAPIF core function shall generate an access token specific to the API invoker and return it in an Access Token Response message. 
Steps 1 to 4 of this procedure may be skipped if the API invoker is already in possession of a valid OAuth access token. In this case, the API invoker begins the procedure at step 5.
NOTE 1:	The API invoker may include the CAPIF core function assigned API invoker ID and the Onboard_Secret in the OAuth access token request message for the CAPIF core function to validate the access token request.
NOTE 2: Void.
5. On CAPIF-2e, the API invoker authenticates to the AEF by establishing a TLS session with the API exposing function based on the authentication and authorization method (i.e. Server (AEF) side certificate authentication or certificate-based mutual authentication) as indicated by CAPIF core function. The following procedure shall be performed prior to establishment of TLS session. 
The API invoker shall send Authentication Initiation Request to the AEF, including API invoker ID.
	The AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS with OAuth token) to the AEF over CAPIF-3 reference point. The CAPIF core function may return API invoker's root CA certificate for the AEF to validate the API invoker's certificate.
 	After fetching the relevant security information for the authentication, the AEF shall send Authentication Initiation Response message to API invoker to initiate the TLS session establishment procedure.
6. With successful authentication to the AEF on CAPIF-2e, the API invoker shall initiate invocation of a 3GPP northbound API with the AEF. The access token received from the CAPIF core shall be sent along with the northbound API invocation request as per OAuth 2.0 [4].
7. The API exposing function shall validate the access token. The AEF verifies the integrity of the access token by verifying the CAPIF core function signature If validation of the access token is successful, the AEF shall verify the API invoker's Northbound API invocation request against the authorization claims in access token, ensuring that the API Invoker has access permission for the requested service API.
8. After successful verification of the access token and authorization claims of the API invoker, the requested northbound API shall be invoked and the appropriate response shall be returned to the API invoker.
*** End of Change ***
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